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Abstract

We adapt a provable defense technique named “randomized smoothing” from classification to regression.
We apply it to the problem of reconstructing MRI knee images from subsampled data: we attack the
MRI-VN model [7] and successfully defend it using randomized smoothing. Our code is available in [16],
and heavily based on [14, 13]. The code uses a variant of Tensorflow which is available in [15].

1 Introduction
Deep learning offers new approaches to image reconstruction, an inverse problem in which we are trying
to estimate an object from a finite number of linear measurements. Stable and accurate solutions to this
problems are crucial for MRI and CT scans, as well as other applications in the life sciences. Handcrafted
signal processing methods to reconstruct tomographic images require many measurements to provide an
accurate reconstruction. Current deep learning techniques which try to solve the same problem have the
goal of achieving the same accuracy, but with a much smaller number of samples. Reaching this goal could
potentially make MRI and CT scans shorter, which is very desirable.

However, many of the deep learning methods that have been developed so far for image reconstruction are
not robust: a small adversarially-selected change in the input can create a large change in the output. For
example, a small perturbation can create the appearance of non-existing tumors, or make the whole output
image uniformly distorted [1]. This phenomenon also occurs in other deep learning tasks, and the study of
attacks and defenses has developed to the field of adversarial machine learning.

In this project, we develop a defense technique for medical image reconstruction. Our starting point
is “randomized smoothing” [3, 5, 6] a technique for making classification models provably robust. On the
theoretical side, we extend the analysis of [2] from classification to regression. On the practical side, we
improve upon the MRI-VN model [7]. The MRI-VN model and the improved variants we built take as input
complex-valued undersampled Fourier coefficients together with additional sampling parameters and use
supervised training to learn a deep neural network to reconstruct MRI images of knees. In addition, we
implement a variant of the attack described in [1] by using projected gradient descent (PGD) in order to find
strong adversarial attacks for our improved MRI-VN models and test our defense.

2 Related work
Randomized smoothing. Randomized smoothing was first introduced in [3] for improving and ana-

lyzing convergence rates of algorithms for non smooth convex optimization problems. [6, 5, 2] use similar
technique as a defense against adversarial attacks. These works emphasize the importance of certified
robustness: a defense that comes with theoretical, provable guarantees, in contrast to heuristic defense
techniques which are vulnerable to new and improved attacks. As far as we know, randomized smoothing
was used as a defense only in classification problems, and in this work we apply it to a regression problem.

CS-MRI and variational networks. Deep learning techniques for compressed sensing magnetic
resonance imaging (CS-MRI) gained a lot of interest recently and may significantly change the field. Recent
works vary in terms of the network’s architecture, its flexibility, the size of the training dataset and more [4, 8].
In this work, we improve upon the MRI-VN model [7] which predicts MRI images of knees from subsampled
MRI data and uses a variational network. Its design is inspired by the “field of expert” model [12], which
generalized total variation regularization [9] and allows it to performs well even though its training set is
relatively small.
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Figure 1: From left to right, we see the full k-space of a single coil, the sensitivity map of a single coil and
the ground truth, all cropped. Here we take the absolute value of the complex matrices element-wise and
scale them between 0 and 1.

Adversarial attacks on CS-MRI. In [1] the authors find adversarial attacks on the CS-MRI models
mentioned above, and in particular on the MRI-VN model. While they use Lagrange multipliers in the
optimization problem of finding the adversarial examples, we use projected gradient ascent to get better
attacks.

3 The Dataset
The dataset we use is available online [13] and was obtained by the authors of [7], for a type of parallel MR
imaging protocol for knees named Coronal Spin Density weighted with Fat Suppression. In this mode, the
MRI machine uses 15 receiver coils, each producing a Fourier transform of a part of the MRI image that we
would like to reconstruct. Since each coil is sensitive to MR signal arising from a different region in the knee,
each coil comes with position-dependent sensitivity map. The connection between the output ki of coil i and
the true image y is given by ki = F(Si ◦ y) + noise, when ki represents the full k-space of coil i (using the
medical imaging community jargon). Here Si is the sensitivity map, ◦ is element-wise multiplication and
F is the Fourier transform. From the fully sampled k-spaces and the sensitivity maps, the authors of [7]
reconstructed the ground truth reference image by y =

∑15
i=1 F−1(ki) ◦ Si. Now, we can create subsampled

k-space by multiplying the fully sampled ki ’s by an appropriate mask. We will denote by ksub and S the
subsampled k-space and the sensitivity maps of the 15 coils, and by y the ground truth. Following the work
done in [1], we use a constant mask that gives a 15% subsampling rate.

The training data consists of 200 triples (k
(i)
sub, S

(i), y(i)) obtained from 10 patients (the MRI scan of each
patient produces around 35 slices, when each slice represents an image of a different slice of the knee. For
each patient we take the central 20 slices). k(i)sub and S

(i) are complex matrices of size (15, 640, 368) and y(i) is
a complex matrix of size (640, 368). No data augmentation was used. The validation set consists of 10 triples
(k

(i)
sub, S

(i), y(i)) obtained from 10 new patients, when we took a single (central) slice from each patient’s MRI
scan. An example from the data set is given in Fig 1.

4 Methods
Randomized smoothing for regression problems Given a bounded base map f (representing a

neural network) , we build a “smoothed” map g which is provably robust: a small perturbation in the input
will result in a proportional perturbation of the output (in worst case). Here we give the full details on how
to define g and what is the theoretical guarantee, based on [3]

Theorem 1. Let f : Rd → Rm be any bounded function. Let ε ∼ N
(
0, σ2Id×d

)
. We define g : Rd → Rm as:

g(x) = E (f(x+ ε)) .

Then, g is an M√
2πσ

-Lipschitz map, where M = (max ||f ||2 + min ||f ||2). In particular, for any x, δ ∈ Rk:

||g(x)− g(x+ δ)||2 ≤Merf
(
||δ||2
2
√

2σ

)
≤ M√

2πσ
||δ||2

where erf is the Gauss error function and the above bound is tight.

The proof for this theorem is given in the appendix. We see that the Lipschitz constant M√
2πσ

will get
smaller as the variance of ε grows. However, as it grows our function g will be less likely to predict the same
values as f . This reflects a trade-off between the accuracy of g and its robustness.
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The MRI-VN model: We give a short overview of the architecture of the MRI-VN model. The full
description can be found in [7]. For an input of the form (ksub, S) the model first reconstructs the zero-filled
image:

u0 =

15∑
i=1

F−1(ksub,i ◦Mmask) ◦ Si = A∗S(ksub)

where Mmask is the mask we used to subsample the full k-space. We denote by AS = (A∗S)∗ the adjoint
operator to A∗S . Then, there are 10 hidden layers of the form:

ut+1 = ut −
(
Kt
)T

Ψt
(
Ktut

)
+ λtA∗S

(
ASu

t − ksub
)
, 0 ≤ t < 10

when λt is a scalar, Kt is a convolutional operators with weights kt and Ψt is non-linear activation functions
(a weighted combination of RBFs with weights wtij). λt,Kt,Ψt are different for each layer. The parameters of
the model are θ0, . . . , θ10 for θt =

{
wtij ,k

t, λt
}
, and during training the model finds the optimal parameters

by minimizing:

L(θ) =
1

2N

N∑
s=1

∥∥|uTs (θ)|ε − |ys|ε
∥∥2
2
, where |x|ε =

√
x2re + x2im + ε.

To do that, the authors of [7] use a variant of projected mini-batch gradient descent named Inertial Proximal
Alternating Linearized Minimization (IPALM, [10]) which controls the weights norm. At prediction, the
output of the model is

∣∣u10∣∣.
Robustness in practice: defending the MRI-VN model We apply randomized smoothing similarly

to the algorithm in the classification problem case [2, 5, 6]. We follow the next steps to obtain the new robust
network frs:

a. Noisy Training: train the MRI-VN network by augmenting the data with noise, {(k(i)sub+ε(i), S(i), y(i)}
with i.i.d Gaussians. ε(i) ∼ N

(
0, σ2

trainId×d
)

b. Smoothed Prediction: The prediction of frs is:

frs(ksub) =
1

K

K∑
k=1

fθnoise(ksub + η(k))

with the i.i.d Gaussians η(k) ∼ N
(

0, σ2
predId×d

)
.

In practice, we use σtrain = σpred = σ since the authors of [2] indicated that using σtrain 6= σpred was
ineffective, and choose the largest possible K giving our memory limitations. For high enough K, step
(b) gives a good approximation of the expectation E (fθnoise

(ksub + η)). We note that the theorem above
guarantees that frs will be Lipschitz (for high enough K) even by skipping step (a) and using f instead of
fθnoise . However, step (a) is necessary for keeping the accuracy of frs reasonable.

Testing the defense: the adversarial attack Let f be either the MRI-VN model or its smoothed
version. We attack f by using the framework of the authors of [1] and maximizing

E(r) =
1

2
‖f(ksub +ASr)− f(ksub)‖22

using projected gradient ascent with momentum, with the constraint ‖r‖2 < R. Originally the authors of [1]
used Lagrange Multipliers with hyper-parameter λ instead of PGD, but by using PGD we get better attacks.

5 Results and Discussion
When training the MRI-VN and its smoothed versions all the network’s parameters where set as in [1]. We
test the accuracy and the robustness of the models on the validation set. We use the Root Mean Squared
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No attack |r| = 1.5 |r| = 2.5 |r| = 3.5

Model RMSE SSIM RMSE SSIM RMSE SSIM RMSE SSIM

Original 14.76 0.906 22.70 0.827 28.63 0.765 33.44 0.718
σ = 0.01, K = 9 14.84 0.902 17.58 0.887 20.50 0.872 24.15 0.855
σ = 0.02, K = 9 15.13 0.898 17.02 0.889 19.25 0.878 22.30 0.856
σ = 0.05, K = 9 16.46 0.875 17.21 0.874 18.18 0.872 19.79 0.869
σ = 0.1, K = 9 17.79 0.851 18.02 0.851 18.52 0.850 19.15 0.848

Table 1: The performance of the models on the validation set and the adversarial examples, for various
perturbation sizes.

Error (RSME) and the Structural Similarity (SSIM) [11] metrics to evaluate it quantitatively. These metrics
are given by:

RMSE(f, {k(i)sub, S
(i), y(i)}Ni=1) =

√√√√ 1

N

N∑
i=1

(f(k
(i)
sub)− y(i))2 and

SSIM(f, {k(i)sub, S
(i), y(i)}Ni=1) =

1

N

N∑
i=1

ssim(f(k
(i)
sub), y

(i)) ssim(x, y) =
(2µxµy + c1) (2σxy + c2)(

µ2
x + µ2

y + c1
) (
σ2
x + σ2

y + c2
) .

We look for adversarial examples using the code of [1], while changing the algorithm as we described
in section 4. This change produces better attacks. We tuned the PGD attack and set the learning rate to
0.5, the momentum to 0.9 and the maximal number of iteration to 60. Using the PGD attack, we create
adversarial examples for a range of perturbation sizes for each example in the validation set. We test our
defense while setting K = 9, the maximal K we could use due to memory limitations and compute the
metrics mentioned above, listing the results in Table 1.
As predicted, without any attack the accuracy decreases with σ, but as the effect of the perturbation grows the
robustness grows with σ. In order to understand better the robustness of our model for different perturbations,
in Figure 2 we plot the perturbation effect and the prediction error as a function of the size of the perturbation.
Also here we see that increased σ provides a more robust model. We also see that even for the smallest value
of σ = 0.01 the defense is working. The right figure shows a trade-off between accuracy and robustness. For
σ = 0.1 we get the worst accuracy on small values of |r|.

We also provide in Fig. 3 qualitative results, in which we see our attacks and defense on images of two
different patients. We see that in all models the adversarial example (each chosen specifically for each model)
is not visible to the human eye. We also see clearly that the prediction of the original model on the adversarial
example is heavily distorted. Even for small σ = 0.01 which provides an accuracy similar to the original
model, the distortion is reduced. The defense is working at its best for σ = 0.1, but we can see that the
predictions are blurry and the accuracy decreases.
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Figure 2: The bold lines represent the mean among the 10 adversarial examples for a single perturbation size,
and the boundary of the shaded region is the 25th and 75th percentile. On left, we see how |f(x+ r)− f(x)|
behaves as |r| grows, and on the right we see prediction error |f(x+ r)− y| as a function of |r|.
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Figure 3: Reconstruct, attack and defense results for two patients. For each patient, from left to right: ground
truth, ground truth with small perturbation (the adversarial example), prediction without the perturbation,
prediction on the adversarial example. The rows represent different models.

6 Conclusion And Future Work
We conclude that randomized smoothing is effective even for small values of σ and K. We note that for
the values of σ we used, the theoretical guarantee gave a large Lipschitz constant that was irrelevant to the
scale of the problem. Still, we defend successfully the MRI-VN model and by varying σ, we saw a trade-off
between the accuracy and the robustness, both quantitatively and qualitatively.

In future work, we would like to test randomized smoothing on MRI-reconstruction systems with different
architecture and datasets. We would like to test the effect of the hyper-parameter K. Mathematically, we are
interested in generalizing randomized smoothing to other norms (e.g. `1, `∞) using other distibutions than
the normal distribution.

7 Appendix
Here we provide the proof of the main theorem, using methods from [3].

Proof: We have that

||g(x)− g(x+ δ)||2 = ||
ˆ
Rd

f(w) [µ(w − x)− µ(w − x− δ)] dw||2

= ||
ˆ
D+

f(w) [µ(w − x)− µ(w − x− δ)] dw −
ˆ
D−

f(w) [µ(w − x− δ)− µ(w − x)] dw||2

when D+ = {w : µ(w − x) > µ(w − x− δ)} = {w : ||w − x||2 < ||w − x− δ||2} and
D− = {w : µ(w − x) < µ(w − x− δ)} = {w : ||w − x||2 > ||w − x− δ||2}. We notice that

ˆ
D+

[µ(w − x)− µ(w − x− δ)] dw =

ˆ
D−

[µ(w − x− δ)− µ(w − x)] dw

Then:
||g(x)− g(x+ δ)||2 ≤ (max ||f ||2 + min ||f ||2)

ˆ
D+

[µ(w − x)− µ(w − x− δ)] dw

using Jensen’s and Holder’s inequalities. Now using exactly the same computation as in [3] we get:

I =

ˆ
D+

[µ(w − x)− µ(w − x− δ)] dw = erf
(
||δ||2
2
√

2σ

)
≤ 1√

2πσ
||δ||2

We can see that the bound is tight for the step function f(x) = 1{x > 0}. At x = 0, we have
|g( δ2 )− g(− δ2 )| = erf

(
||δ||2
2
√
2σ

)
and similar example works for higher dimensions.
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