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Motivation

Data and Defenses 

● Need:
○ State-of-the-art object classification algorithms are incredibly 

susceptible to adversarial perturbations. These adversarial 
attacks undermine the effectiveness of neural network models, 
and pose ethical concerns and safety risks in real systems, such 
as facial recognition and autonomous driving. Thus, robust and 
safe systems need adversarial defense strategies. 

○ Simple input transformations can help defend against adversarial 
attacks (Dziugaite et al. and Guo et al.).

● Objective: To learn adversarially robust image transformations as 
defenses for object classification tasks. 

Attacks and Models

Results

Discussion

Conclusion/Future Work

Our work aims to learn adversarially robust image transformations for the image 
detection task. We analyse the use of lossy compression techniques to “clean” 
adversarial images before feeding them to the object detection system. In 
particular, we study black-box compression techniques such as JPEG, K-Means, 
Gaussian smoothing, and Quantized VAEs to defend against standard white-box 
adversarial attacks. We find that our transformations were capable of cleaning 
adversarial noise from the images and thereby serves as a useful initial defence 
against adversarial defence.

● Defenses: Input image transformations by applying black-box compression 
and deep learning techniques
○ JPEG Compression: Quantization method that removes small 

perturbations based on JPEG subspace (90%)

○ Image Augmentation: Smoothing with Gaussian blur filter

○ K-Means Compression: Assign clusters with randomly initialized 
centroids to remove artefacts (centroids = 16, centroids = 50)

○ Vector Quantized-Variational AutoEncoder (VQ-VAE): Variant of 
variational encoder and decoder which uses discrete latent variables.

● Attacks: White-box attacks implemented using the FoolBox frameworks to 
test robustness of the image transformations 

● MNIST Model: 2 Convolutional + 2 Fully-Connected Layer Neural Network

● CIFAR-10 Model: Transfer learning with modified pre-trained DenseNet 
model.

Figure 1: Examples of VQ-VAE reconstruction on MNIST (top), CIFAR-10 
(bottom) without any adversarial perturbations.
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● Adversarial attacks were effective against undefended object classification 
methods with 0.00% accuracy on both datasets. DeepFool was the most 
harmful, yet produced the least realistic images.

● Despite large differences between original and adversarial examples after 
transformation, the defenses improved accuracies. They appeared to 
minimize perturbations and preserved useful features. JPEG defense 
showed highest accuracies on both the MNIST and CIFAR datasets. 
K-Means had the next highest performance.

● VQ-VAE was also investigated as a possible defense. Adding noise to the 
VQ-VAE training was effective in the MNIST dataset, but less so in the 
CIFAR dataset. 

● Image transformations were more effective on the MNIST dataset over 
CIFAR-10 dataset, possibly due to its complexity of images.

● Image compression and neural network-based techniques show 
potential as defensive image transformations in removing adversarial 
noise. 

● Future Work:
○ Fine-tune VQ-VAE and adjust hyperparameters.
○ Apply techniques to larger and more complex datasets (eg. 

CELEB-A, ImageNet)
○ Explore and combine other techniques in image compression and 

feature learning to remove (eg. Total Variance Minimization, other 
denoising autoencoders, GANs) 

Prediction Accuracies for Attacks vs. Defenses on (MNIST, CIFAR)

FIGURE 2 HERE
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Figure 3: Highest accuracies against a given attack are bolded. JPEG compression gave the highest 
accuracies for the most attacks on MNIST and CIFAR. For VQ-VAE variations indicates standard deviation 
of noise added.

● Total Variance 
Minimization:

Figure 2: Flow chart diagram of the experimental process. Original images, adversarial images, and their 
transformed images were run through the models with various attacks and defenses.

● Datasets: 
○ MNIST: Black and white handwritten digits split up into 60,000 training 

examples and 10,000 test examples. 
○

○ CIFAR-10: 32-by-32 color images in 10 classes, with 6,000 images per 
class. There are 50,000 training images and 10,000 test images. 

Table 1 shows that the attacks are very effective against the object 
classification methods, resulting in 0% accuracy on the models. In 
particular, Deep Fool was the most effective model, however, it 
produced the least realistic photos.

From our results, we find that JPEG defense is a simple but powerful 
image cleaning method and performs the best. Image Aug and 
K-Means performs reasonably well as well. VQ-VAE on the other hand 
trained without noise does not perform well, however increasing the 
amount of Gaussian noise in training results in better accuracy.

We note however, that the image cleaning transformations were much 
less effective on the CIFAR-10 dataset. Further, adding noise to the 
VQ-VAE training was not effective for this dataset. This is likely 
because the VQ-VAE was not tuned for the task.

In conclusion, we find that the use of both neural network based and 
traditional image transformations are capable of learning rich image 
transformations that are able to clean adversarial noise and preserve useful 
features for inference.

Our work largely focused on simpler image transformations and small 
datasets due to lack of computational resources. For future work, we intend 
to explore larger more realistic dataset (CELEB-A, Imagenet), explore 
fine-tuning the VQ-VAE by modifying the hyperparameters and other models 
(denoising auto-encoders).
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Figure 4: Examples of image transformations on the original image, DeepFool, and their 
noise differences.
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