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I. Abstract

Anomaly Detection from an unlabeled high dimensional
dataset is a challenge in an unsupervised setup. Building
models with a k-dimensional dataset(out of n-dimensional
original feature set) under the assumption that the low k-
dimensional subspace captures the variability in the data might
affect the accuracy of model learning in the later phase. We
analyzed NSL-KDD20% dataset[1], an improved version of
UCI archive KDDCUP’99 network anomaly data using unsu-
pervised and semi-supervised Expectation Maximization(EM)
algorithms and observed how the choice of hyperparameters
influences accuracy of the algorithm. In real world, intrusion
detection and identification of security vulnerabilities within
a network is an unsupervised problem. Since the ground
truth(normal or attack) is available in this known dataset, the
accuracy of different learning methods is compared against
the ground truth. Apart from EM algorithm, we demonstrated
weak supervision technique to label data with a few labelling
functions by using snorkel[2]. Our results suggest that by
using only a few labeled data Semi-Supervised EM(SSEM)
uncovers distribution correctly, the log likelihood converges
much faster and the mixture output maintains a stable data
assignments. The results from Weak Supervision strongly
suggest that a completely unlabeled dataset can be labeled with
high accuracy using a sufficient number of labelling functions
with accurate domain knowledge.

II. Introduction

Recent academic literature has demonstrated that current
learning algorithms generally rely on labeled data and the
algorithms cannot detect new or unknown intrusions in the net-
work environment. Most of the intrusion detection algorithms
include preset hard-coded rule finding functions provided by
human experts. Also the number of features and the content of
anomaly data depends heavily on the use case and the digital
infrastructure of the organization. Most often, the large volume
of network data is not labeled or labeled insufficiently and the
accuracy of the labels can be questionable. We sought to study
this problem in the context of Anomaly Detection.

Are semi-supervised algorithms for anomaly detection con-
sistently converge under different circumstances? Do they help
in detecting the outlier of a different attack type that the
network dataset has not seen before?

We were particularly interested in this project due to the
abundance of customer segmentation problems in all business

domains where less than 1% customers are labeled for only
one category, whereas inherent distribution of remaining 99%
customers are unknown and there is a strong business demand
to assign some labels or scores to the unlabeled data based on
the behavior exhibited by the small subset of labeled data.

By completing this project, we hoped to make a novel
and timely contribution to unsupervised or semi-supervised
anomaly detection problem while learning the inherent nature
of semi-supervised expectation maximization mixture model.

III. Literature Review

A network intrusion refers to any unauthorized activity on
a digital network. Network intrusions often involve stealing
valuable network resources and almost always jeopardize the
security of networks and/or their data. There are a number
of ways anomaly can be detected, we investigated unsuper-
vised, semi-supervised and weak supervision learning meth-
ods. There are subjectivity inherent in unsupervised learn-
ing[3][8]. Hence, unsupervised learning is hard to evaluate.
However, when there is no label information available, this
is one of the ways to assign labels. Newer technologies, like
LSTM Neural Networks, is useful in unsupervised and Semi-
supervised Anomaly Detection. However, the performance
of semi-supervised methods depends on sensitivity of the
amount of labeled and unlabeled data, and performance can
degrade substantially when the unlabeled dataset contains
out-of-distribution examples. Unless the learner is absolutely
certain there is some non-trivial relationship between labels
and the unlabeled distribution, semi-supervised learning can-
not provide significant advantages over unsupervised learning,
SSL is no more than a constant factor better than SL for any
unlabeled distribution[5]. Finally, use of Weak supervision [7]
to learn the Structure of Generative Models without Labeled
Data, requires domain knowledge to develop labeled functions
and this may introduce bias. It is very interesting to see
real world examples of mixture models in Natural language
understanding, applications of drug discovery etc.[9][10]

IV. Data Set and Features

Our unsupervised and semi-supervised models are trained
on NSL-KDD20 dataset[1], an improved version of UCI
archive KDDCUP’99 network anomaly synthetic data that
has a wide variety of intrusions simulated in a military
network environment. There are four major categories: Denial
of Service Attack (DoS), User to Root Attack (U2R), Remote



to Local Attack (R2L) and Probing Attack. The dataset comes
with ground truth labels: (normal,attack).

Training data: 25,171 connection vectors with 41 features
labeled as normal or attack with 4 attack categories. Training
set has 24 attack types for those 4 attack categories.
Test data: 4,508 connection vectors with 41 features labeled
as normal or attack with 4 attack categories. Test set has 38
attack types for those 4 attack categories. 41 features have 34
numerical variables and 7 categorical variables.
Training and test data came from different probability distribu-
tions. We noticed high class imbalance in different categories
of attacks and the percentage of attack was close to 40% in
both test and training data.

A. Feature Selection
We applied one hot encoding on 7 categorical variables
and our total feature was 118. Since, scale of the
distribution varied widely across the attributes, feature
value standardization/normalization was applied across the
variables. PCA of dimension 6 was used for feature selction
as any dimension more than 6 resulted in singular matrix
error during model building. PCA of dimension 6 accounted
for 60% variability in the data.

In the real world anomaly detection problem, attack should
not be more than 1-2%. Hence, in order to simulate the real
world scenario, we used a specific data splitting strategy to
run our algorithms.

V. Models

Models considered for the project

Unsupervised EM
Semi-Supervised EM

Weak Supervision

A. Data Selection for EM
Running Gaussian mixture model on multiple features can be
computationally very intensive. We used hand written code to

run the algorithms instead of commercial software. In order
to run EM on our 16GB laptop, we split the training data per
the data selection scheme described for each algorithm.

B. Unsupervised EM

The public UCI dataset is labelled. In order to run an
unsupervised EM, we remove the label column and keep
that aside for ground truth comparison. Hence, we have n
training sets of network connection vectors {x(1), . . . , x(n)}
with 41 features without the label column. We learnt the
model parameters µ,Σ, φ through the iterative E and M steps
by maximizing a tractable lower bound of p(x; θ).

`unsup(θ) =

n∑
i=1

log

k∑
z(i)=1

p(x(i)|z(i);µ,Σ)p(z(i);φ)

z(i) indicates which of the k Gaussians each x(i) had come
from. As described earlier in the feature selection, instead
of running the algorithm on all 41 features, we ran it on 6
attributes selected by PCA.
C. Unsupervised EM Data Selection

1. Randomly Split dataset X with (y label= ”Normal”) into
k=20 disjoint subsets:{N1, N2, .., Nk}
2. Randomly Split dataset X with (y label = ”Attack”) into
k=20 disjoint subsets which has representative proportion of
24 attack types in each of :{A1, A2, .., Ak}
3. Simulate real-world attack by taking 1% attack from each
of {A1, A2, .., Ak} and call it: {I1, I2, .., Ik}
4. Final data for Unsupervised Run:
S = {N1 + I1, N2 + I2, .., Nk + Ik}
5. For each j = 1..k
Run Unsupervised EM for different combinations of hyperpa-
rameters:
K= Number of Gaussians in the mixture model
I = Number of trials
ε = Convergence threshold
6. Final conclusion is based on the average results from all
the hyperparameters

D. Semi-Supervised EM
In order to run Semi-supervised EM, we take n1 training sets
as labeled examples {(x̃(1), z̃(1)), . . . , (x̃(n2), z̃(n2))} where
both x and z are observed, and we use n2 training sets
as unlabeled. We simultaneously maximized the marginal
likelihood of the parameters using the unlabeled examples,
and the full likelihood of the parameters using the labeled
examples. The objective function to maximize is:

`semi-sup(θ) = `unsup(θ) + α`sup(θ)

µ(t+1),Σ(t+1), φ(t+1) := arg max
θ



 n1∑
i=1

 k∑
z(i)=1

Q
(t)
i (z(i) log

p(x(i), z(i); θ)

Q
(t)
i (z(i))

+ α

(
n2∑
i=1

(x̃(i), z̃(i); θ)

)
E. Semi-Supervised EM Data Selection

1. Steps 1,2,3 are identical as of Unsupervised data selection.
2. Only additional step is to add 1% of labeled data in every
final subset.
3. For each j = 1..k
Run Semi-Supervised EM for different combinations of hy-
perparameters:
K= Number of Gaussians in the mixture model
I = Number of trials
ε = Convergence threshold
α = Weight for the labeled examples
4. Final conclusion is based on the average results from all
the hyperparameters.

F. Weak Supervision: Label training data
using labeling api from snorkel[2]
In order to create noisy weak supervision sources to
approximate the true labels, we removed the label column
and kept that aside for ground truth comparison. Hence,
we had n training sets of network connection vectors
{x(1), . . . , x(n)} with 41 features without the label column.
Instead of accessing labels, we have m weak supervision
sources λ1, λ2, ..., λm that are functions from X to Y {1, 0}
as noisy estimates of Y, these λ’s are labelling functions(LF).
In order to test weak-supervision, we took complete training
data of 25,177 records without the y columns.Labeling
functions (LFs) are used to encode domain knowledge and
other supervision sources programmatically by using only
one Rule Category –few Heuristic LFs were created by us:

There are 24 different attack types in the data and we

handled only one Rule category based on the domain
knowledge. By comparing the labels between λ’s and the
ground truth, we got 21% the accuracy, this value is low
because we did not have sufficient rules to apply.
However, this approach shows real promises, as when
there are no labels available, we can do Probabilistic
Labelling using Weak Supervision Sources.

VI.

Results from Unsupervised and
SemiSupervised EM iterations

Best hyperparameter for unsupervised

log likelihood converged in 74 iterations for
K=8,eps=1e-3

Best hyperparameter for SemiSupervised

log likelihood converged in 30 iterations for
K=8,eps=1e-3 and alpha= 30

VII. Model Accuracy and Discussion

1.Did the EM algorithms discover the known structure
of the data?
For a real-world unsupervised learning problem, this question
is hard to answer, but here we compared our results against
the ground truth labels.
We calculated the Detection rate and the False positive rate.
The Detection rate is the number of intrusions detected by the
system divided by the total number of intrusions presents in
that test subset. The False positive rate is the total number of
normal instances incorrectly classified as intrusions divided
by the total number of normal instances in that test data.

Here is the summary of the model accuracy for unsupervised
and semi-supervised:



Unsupervised EM Accuracy: 85.4%
Semi-Supervised EM Accuracy: 90.0%

Also, our approach proved the following facts consistently
for unsupervised EM and semi-supervised EM:

Log likelihood of Semi-supervised EM(SSEM) converges much faster
Additional labels helps SSEM to uncover distribution correctly

2.Did the EM algorithms provide stable cluster-to-labels
matching?

We did 250 trials of our algorithm. Accuracy of
unsupervised EM varied significantly as shown below:

However,accuracy of Semi-Supervised EM stayed in
the range 86%-91% with the proper choice of the
regularization parameter α.

To summarize, semi-supervised EM with just a few labeled
examples(2%) provided a tremendous boost to anomaly
detection with a proper selection of regularization parameter
α.

VIII. LimitationsofEM

Semi-supervised EM provides some stability due to the
inclusion of a number of labeled examples, however unsu-
pervised EM suffers from instability due to the heuristics
of choosing number of Gaussian mixture components. Also,
there is no precise definition of ”overfitting” or ”underfitting”
for unsupervised learning problems. We cannot provide hard
metrics like AUC to compare models across different families.

α too large: Log Likelihood of Semi-Supervised EM converges
too fast providing inaccurate cluster-to-label agreement

α too small: Log Likelihood of Semi-Supervised EM converges
after many iterations, however cluster-to-label agreement remains

stable

Hence, model selection is still a subjective task and depends
primarily on the skill of a machine learning engineer or
researcher. The mixtures discovered by EM learning algo-
rithms might be counter-intuitive and might not line up with
human intuition, however, it’s proven mathematically that
unsupervised and semi-supervised EM algorithms find “deep”
features that explains a lot of variance. Hence these are great
tools in the absence of any labels or in the presence of only
a handful of labels.

IX. Future Enhancements

We explored two major approaches of anomaly detection
above: dimensionality reduction using PCA and cluster analy-
sis using GMM. A Gaussian Mixture Model of K components
is a multimodal distribution with K or fewer bumps. The
number of bumps depend on the number of distinct local
maxima in the p.d.f.s. If the bumps are sufficiently close
together or if the weight of one class is zero or nearly so, then a
K component mixture models might have fewer than K bumps.
This flexible structure of the mixture model makes it very
suitable for modeling data, where there might be more than
one region on high density. In spite of all these advantages, it
is extremely computationally intensive to run GMM on a large
dataset with many features. It also poses a difficult issue when
there are a lot of categorical variables in the data as EM model
requires all numeric inputs. We like to develop a robust data
stratification algorithm that can be applied to a large dataset to
take a representative sample so that EM algorithm can be run
on those smaller subsets, instead of running semi-supervised
EM on the entire dataset. While researching on NSL-KDD
data(1], we did not find any paper that explored the anomaly
detection problem on that data using unsupervised or semi-
supervised algorithm. We provided a number of good findings
and we like to take it to the next level, so that it can be
executed at scale. . Also, Deep Semi-Supervised Anomaly
Detection[6] is an interesting approach to consider for future
work.

X. TeamMember Contribution

Both of us contributed equally in researching and deciding
on project topic, writing project report, developing small
programs for milestone, executing and testing algorithms,
writing posters, giving presentations and finally finishing up
the project report.

We are very excited in successful completion of our project
that demonstrated the power of semi-supervised EM and
showed future promises for weak supervision labeling func-
tions.



XI. Github link

https://github.com/suvasis/cs229 2019
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