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1. Introduction

For any classifier to behave reliably in the real world, it is
important for the algorithm to recognize when it encounters
an unusual example outside of its known input distribution.
Unusual examples tend to cause classifiers to fail; worse,
misclassifications are still made with high confidence [6, 9].
These out-of-distribution (OOD) examples may be close
to normal data (e.g. blurry samples, adversarially attacked
inputs), or they may belong to a completely unknown class
that the classifier is not trained to predict (e.g. a novel dis-
ease). OOD detection is the first step in building classifiers
that “fail gracefully” – i.e. classifiers able to learn from
shifting distributions in deployment – and is seen as critical
to AI safety [20, 1].

We formulate this problem as a binary classification
problem B on top of the normal classification task. Given
an example x, we say that B(x) = 1 (x is in-distribution)
if x is drawn from the same distribution as the training set.
On the other hand, B(x) = 0 (x is out-of-distribution) if
x is drawn from a different distribution, such as the space
of adversarially-perturbed inputs or a total outlier distribu-
tion. OOD examples are distinct from noisy in-examples –
for example, Gaussian noise applied to the in-distribution
should not be classified as OOD.

We adopt the hypothesis that the in-distribution lies on a
low-dimensional surface in high-dimensional feature space,
called the data manifold (Figure 1). On the data mani-
fold, low-density valleys separate clusters of classes. OOD
examples lie off the manifold. An OOD classifier B should
attempt to learn the shape of the manifold boundary to make
classifications.

Following [14], we hypothesize that the data manifold
can be approximated by a series of class-conditional Gaus-
sian distributions. During training, B approximates learning
the manifold by memorizing Gaussian parameters µc, σc
for each class. At test time, B(x) = 1 if x is close to a
class-conditional Gaussian, and B(x) = 0 if x is far from
any class-conditional Gaussian, where “close” and “far” are
measured by the probability-based Mahalanobis distance.
Mahalanobis distances are separated into binary decisions
using a simple threshold. Because, the effectiveness of
this method changes dramatically with the analyzed feature

space, supervised learning is used to select the neural net-
work layer and threshold that maximizes B’s accuracy.

This step poses a contradiction. The premise of the OOD
problem is that the classifier does not have a priori knowl-
edge of what OOD examples it will encounter. Gathering
out-examples is both data-intensive and counterproductive
– at this point, one might as well retrain the classifier with
an explicit “unknown” class [23].

In this project, we explore methods to translate Maha-
lanobis scores to predictions without the use of out-datasets.
Following a suggestion by [14], we hypothesize that adver-
sarial examples lie very near but just off the data manifold
along particularly uncertain axes [5, 16]. This suggests that
training B using adversarial examples provides a tight pic-
ture of the manifold boundary. We examine the effect of
training layer selection using various adversarial examples
and compare this to (a) only maximizing in-example accu-
racy and (b) training on a massive out-dataset. Our work
suggests that adversarial training, i.e. on DeepFool-attacked
in-examples, generalizes B effectively to OOD scenarios.

2. Related Work
The OOD detection problem is closely related to adver-

sarial detection [14, 5, 16, 7] and has applications in class-
incremental and active learning [19]. We draw from a mix
of this literature.

2.1. Supervised OOD Detection

A baseline approach for OOD Detection would be to
look at a deep neural network’s softmax scores and clas-
sify B(x) = 0 if the scores are low-confidence, i.e. beneath
a threshold . However, softmax-based neural networks have
been shown to be overconfident on OOD examples [6, 9],
making this an open problem. Several suggestions to re-
solve this problem attempt to stratify confidence at the soft-
max level [15, 10]. This is done by training the classifier on
the in-dataset χin and a second distribution of out-examples
χout.

The downside of these methods is the requirement of the
second train-time dataset χout. The premise of the OOD
problem is that the classifier does not have train-time knowl-
edge of what out-distributions it will encounter. Addition-
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ally, the choice of out-dataset affects B’s accuracy – B per-
forms better on out-distributions that are similar to the train-
ing out-dataset. Because out-examples so outnumber in-
examples, it is unlikely that any one out-dataset can repre-
sent the entire OOD space. As a solution, [10] propose stan-
dardizing one massive out-dataset to share across classifiers
(80 Million Tiny Images [22]). Gathering out-examples ap-
pears counterproductive – at this point, one might as well
retrain the classifier with an explicit “unknown” class, with
good accuracy [23]. Additionally, [3] demonstrate that this
outlier exposure method is vulnerable to adversarial attacks.
So long as the out-dataset is a known distance from the data
manifold boundary, adversarial examples near the boundary
will be misclassified.

2.2. The Mahalanobis Method

Thus we advocate for methods that do not rely on a train-
time out-dataset. These unsupervised methods focus on
modeling the manifold on which in-examples lie. Of par-
ticular note is the Mahalanobis Method, proposed by [14].

Let f`(x) be a neural network’s features at layer `.
Then the authors approximate the data manifold of ` us-
ing a series of class-conditional Gaussian distributions
f`(x)|y=c ∼ N (µc`,Σ

c
`). Given example x, we can mea-

sure in-distribution confidence based on the Mahalanobis
distance of x to the closest class-conditional Gaussian. The
Mahalanobis confidence M` is the negative distance Maha-
lanobis distance.

M`(x) = max
c
−(f`(x)− µc`)TΣc`

−1(f`(x)− µc`) (1)

During training, B approximates learning the manifold
by memorizing Gaussian parameters µc`,Σ

c
` for each class

in feature space `. At test time,

B(x) =

{
1

∑
` α`M`(x) ≥ τ

0 o.w.
(2)

where τ is some threshold and α is a vector that weighs the
Mahalanobis scores of each layer `. Because the effective-
ness of score M` changes dramatically with `, supervised
learning with datasets χin, χout is used to select the weights
α so as to maximize B’s accuracy. The original authors
use out-dataset SVHN for in-datasets CIFAR-10, CIFAR-
100, and vice versa for in-dataset SVHN. An application
of Mahalanobis in [3] uses 80 Million Tiny Images as the
out-dataset, as proposed by [10]. We worry that this super-
vised step raises the same prior concerns about specifying
an out-dataset, and [3] show that this step is vulnerable to
adversarial attack.

2.3. Adversarial Training

As an alternative to collecting a new out-dataset, the Ma-
halanobis authors briefly suggest replacing χout with χAin,

Figure 1. Schematic of the data manifold. In-data (red, blue) lie
on a low-dimensional surface in high-dimensional feature space.
Classes (red vs. blue) are separated by low-density areas. Adver-
sarial data (yellow) lies just off the data manifold along orthogonal
axes. Figure from [23].

or some adversarial perturbation applied to in-dataset χin.
This reduces the data-intensity of training B.

We argue that this choice is also theoretically justified.
Work in the adversarial attack literature by [5, 16] sug-
gest that adversarial examples lie very near, but just off,
the data manifold along particularly uncertain axes (Figure
1). Thus adversarial examples give a tighter approxima-
tion of the manifold boundary than outlier datasets, which
are far from the manifold. A study by [4] reinforces the
value of adversarial training; they show that training on tight
out-examples (in this case, “bad” in-examples produced by
a generative model) produces sharper models of the man-
ifold boundary than seeing more in-examples. Adversar-
ial training has been explored in the OOD literature by the
authors of ALOE [3], a supervised approach that trains on
adversarially-perturbed in-examples, and by [13], who use a
Generative Adversarial Network-esque approach that trains
B on increasingly tighter out-examples.

3. Methods
In this project, we explore the effect training the Maha-

lanobis’s method supervised step using different datasets.
We implement the Mahalanobis method as detailed in [14].
We run a series of experiments parameterized by an in-
dataset χin and a training set χα that supervises the learning
of layer weights α. We consider the effect of three setups
for χα:

• χα = χin∪χout. In this baseline case, one out-dataset
χout is combined with χin. α is learned by logistic
regression to maximize the true positive rate (TPR).

• χα = χin ∪ χAin. In our experimental case, an adver-
sarial attack is applied to χin. This perturbed dataset
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χAin is then treated as an out-dataset. α is learned by
logistic regression to maximize the true positive rate
(TPR).

We take a moment to clarify our terminology: an OOD
example may be either an adversarial example or an exam-
ple from an out-dataset. An adversarial distribution is de-
rived from the in-distribution, whereas an out-dataset is a
disjoint dataset taken from the web.

3.1. Datasets

We evaluate two in-datasets: CIFAR-10 [11] and the
Street View House Numbers Dataset (SVHN) [18]. Each
in-dataset is paired with five training scenarios: four ad-
versarial attacks (see 3.2) and training on large out-dataset
TinyImageNet [21]. Each in-dataset / train-dataset pair is
evaluated on two tasks: detecting a batch of four adversar-
ial attacks and detecting a batch of four datasets: CIFAR-
10, SVHN, TinyImageNet, and LSUN [24]. In all cases,
we deduplicate any shared classes between in- and out-
examples as per [9].

3.2. Adversarial Perturbations

We consider four varieties of adversarial perturbations:

1. Fast Gradient Sign Method (FGSM) [6], which steps
input x ∈ χin in the direction of classifier loss J(x)
subject to L∞ constraint.

xA = x+ ε sign(∇J(x)) (3)

2. Basic Iterative Method (BIM) [12], which repeats
FGSM with intermediate clipping of pixel values to
constrain perturbations with an ε-ball.

xA := clipε[x
A + α sign(∇J(xA))] (4)

3. DeepFool [17], which iteratively projects x onto the
adversarial subspace, which is orthogonal to the class
manifold. We refer to the original work for details.

4. Carlini-Wagner L2 Attack (CWL-2) [2], which opti-
mizes xA by jointly penalizing model accuracy and a
distance measure for L2 regularization. We refer to the
original work for details.

3.3. Classifier

We evaluate the Mahalanobis method on a ResNet-34
deep neural network. In deep residual nets (ResNets), in-
troduced by [8], inputs to blocks of layers are re-added to
the block outputs. These shortcut connections improve gra-
dient flow and allow for greater depth, providing state of
the art performance. ResNet-34 consists of 34 layers where

shortcut connections are added to each pair of convolutional
layers. We use a modified implementation of ResNet-34
based on the Torchvision model library.

4. Results
4.1. Evaluation Metrics

We compare each in-dataset / train-dataset / test distribu-
tion setup using two metrics: the True Negative Rate at 90%
True Positive Rate (TNR @ 90 TPR) and the Area Under
the ROC Curve (AUROC). Our results are given in Table 1.

4.2. Trends in Detecting OOD Examples

We evaluated training on four adversarial attacks and
one large out-dataset. There is some difference in a given
setup’s performance between the two in-datasets, CIFAR-
10 and SVHN.

When the in-dataset is CIFAR-10, the highest-
performing setup trains on DeepFool, which achieves AU-
ROC ≈ 0.8 for detecting both adversarial attacks and out
datasets. This is followed by training on the out-dataset
TinyImageNet, and then by training on FGSM. While BIM
and CWL-2 show good performance detecting adversarial
examples (AUROC ≈ 0.7), they fail to detect out-datasets
(AUROC ≈ 0.5).

When the in-dataset is SVHN, the highest-performing
setup trains on TinyImageNet, which achieves AUROC ≈
0.86 for detecting adversarial attacks and AUROC ≈ 0.99
for detecting out-datasets. This is followed by FGSM,
which achieves similar scores. While DeepFool and CWL-2
attain very good performance detecting adversarial attacks
(AUROC ≈ 0.9), they fail to detect out-datasets (AUROC
< 0.5).

First, we note that our results are very variable, with
some setups resulting in very good performance (AUROC
> 0.9) and others in very poor performance (AUROC <
0.5).

Second, we note that this variability follows some trends.

• Training on FGSM and TinyImageNet attain more sta-
ble performance between the two detection tasks than
training on BIM, DeepFool, and CWL-2.

• Generally, training on BIM, DeepFool, and CWL-2 re-
sults in much lower out-dataset accuracy than adver-
sarial detection accuracy.

• DeepFool and CWL-2 consistently perform well in
detecting adversarial attacks, especially in the SVHN
case.

• The in-distribution also has an effect. Results from
SVHN are more stratified than for CIFAR-10: the
highs are higher and the lows are lower. We note
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In-Distribution Training Distribution Test Distribution Validation on Test Distribution
TNR @ 90% TPR AUROC

CIFAR-10

FGSM Adversarial Attacks 0.4077 0.6978
Out Datasets 0.4801 0.6161

BIM Adversarial Attacks 0.3645 0.7122
Out Datasets 0.2987 0.4485

DeepFool Adversarial Attacks 0.4008 0.7807
Out Datasets 0.6253 0.8051

CWL-2 Adversarial Attacks 0.3409 0.7167
Out Datasets 0.3552 0.5808

TinyImageNet Adversarial Attacks 0.4210 0.7332
Out Datasets 0.6407 0.7246

SVHN

FGSM Adversarial Attacks 0.5856 0.8461
Out Datasets 0.9272 0.9520

BIM Adversarial Attacks 0.6823 0.8758
Out Datasets 0.2014 0.2729

DeepFool Adversarial Attacks 0.7436 0.9095
Out Datasets 0.4405 0.5186

CWL-2 Adversarial Attacks 0.7429 0.9070
Out Datasets 0.3250 0.3876

TinyImageNet Adversarial Attacks 0.6206 0.8622
Out Datasets 0.9957 0.9957

Table 1. True Negative Rate at 90% True Positive Rate and Area Under the Received Operating Characteristic scores for five training sets
(adversarial sets FGSM, BIM, DeepFool, CWL-2, and out-dataset TinyImageNet) for two in-datasets (CIFAR-10 and SVHN). Validation
was performed on either Out Datasets (CIFAR-10, SVHN, TinyImageNet, LSUN) or Adversarial Attacks (FGSM, BIM, DeepFool, CWL-
2). Exceptionally high scores are bolded, and the best overall training-sets that attain good performance on both adversarial and out-dataset
detections are bolded.

that performance overall is stronger on SVHN than
CIFAR-10.

4.3. Discussion

We hypothesized that training on adversarial examples
would consistently enable high performance on detecting
both adversarial examples (which are close to the data mani-
fold) and out-dataset examples (which are far from the man-
ifold). Our results seem to suggest that this is not always
true.

First, when there is a large discrepancy between detect-
ing adversarial examples and out-dataset examples, detect-
ing adversarial examples seems to be easier, not harder than
detecting out-dataset examples. This does not fit our simple
picture of adversarial examples being closer to the manifold
boundary and thus harder to detect.

We propose the following explanation, informed by [23]:
our four adversarial attacks perturb in-examples along
similar axes, generating an incomplete picture of the
manifold boundary. In this scenario, the axes along which
adversarial examples lay would have clear manifold bound-
aries, but the rest of the manifold would be a massive blind
spot. Thus, detecting adversarial attacks along the well-
defined axes is easier than detecting examples on other axes.

Under this hypothesis, the inconsistent performance of
BIM, DeepFool, and CWL-2 is due to their concentration
of attack along one direct axis, whereas FGSM perturbs in-
examples more uniformly along different axes.

It also appears that the distance between adversarial ex-
amples and examples from TinyImageNet is not too large
— training on TinyImageNet gives nearly as good a pic-
ture of the boundary as DeepFool in the CIFAR-10 case,
and an even better picture in the SVHN case. We do note
that the comparable performance betwen training on FGSM
and TinyImageNet suggests that FGSM is a good substitute
for training on a large out-dataset when out-datasets are not
available.

5. Conclusion

In this project, we examined adversarial training within
the supervised optimization of the Mahalanobis method for
OOD Detection. We hypothesized that training on adversar-
ial examples, which lie very near but off the data manifold,
would provide a tight picture of the manifold boundary that
generalizes well to OOD detection.

Our results indicate that this statement heavily depends
on the type of adversarial attack: some adversarial attacks
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(BIM, DeepFool, CWL-2) concentrate points along one
axis, whereas other attacks (FGSM) give a more complete
picture of the manifold.

We also conclude that training on FGSM gives compara-
ble performance to training on a large out-dataset (e.g. Tiny-
ImageNet).

Our study is limited in that it raises more theoretical
questions than it answers. The variable performance be-
tween setups suggests that underlying attack dynamics mat-
ter — we cannot make a blanket statement that adversarial
training always benefits OOD detection. We include our
first attempts to confirm this hypothesis in the Appendix us-
ing t-SNE visualizations, though we were not able to make
conclusions from this.

For future work, we wonder whether adversarial training
could be integrated more effectively earlier in the Maha-
lanobis method. We imagine a scenario where adversarial
distributions are also memorized during training and affect
Mahalanobis scores directly, instead of simply being used
to optimize layer ensembling.

As a critical problem in AI Safety, OOD detection re-
mains an open concern. We remain interested in this re-
search question and we hope that our work might contribute
to this project.

6. Appendix

In Figure 2, we ran a visualization method, t-SNE, to
check our intuition that the adversarial attacks may not
cover the in-data manifold. However, we were unsure of
how to interpret these plots because of confusion on how ac-
curately this very-compressed space relates back to feature
space. We were especially confused about what information
the number of t-SNE components contained — our visual-
izations changed dramatically with this number. Though we
are not sure that t-SNE is the correct method of validating
such a hypothesis due to how much information is lost, we
will read more on t-SNE to learn about the number of com-
ponents.
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