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Overview
Anomaly Detection from an unlabeled high dimensional dataset is a chal-
lenge in an unsupervised setup. We analyzed NSL-KDD dataset, an
improved version of UCI archive KDDCUP’99 network anomaly dataset
using unsupervised and semi-supervised Gaussian Mixture Model(GMM)
and observed how the choice of hyperparameters influences accuracy of
the algorithm. Our goal was to establish an AI framework for unlabeled
or inadequately labeled anomaly detection dataset using semi-supervised
GMM.
Mechanism:
1.Choose k-dimensional features out of n-dimension(n > k)that captures
maximum variability in the data
2) Choose a representative sample for each run
3) Vary hyperparameters and evaluate model accuracy

Data Set and Features
NSL-KDD20% data from UCI archive that has a wide variety of intrusions
simulated in a military network environment, labeled with ground truth.
Training data: 25,171 connection vectors with 41 features labeled as
normal or attack with 4 attack categories. Training set has 24 attack
types for those 4 attack categories.
Test data: 4508 connection vectors with 41 features labeled as normal
or attack with 4 attack categories. Test set has 38 attack types for those
4 attack categories.
Training and test data come from different probability distribu-
tion.

Data Selection Strategy
Our project uses unsupervised and semi-supervised EM algorithms, hence,
we did not use the test data set as mentioned above. In order to un-
derstand the feature distribution, small representative data set for both
training and test are selected out of 25,171 training data so that model
iteration and evaluation can be deterministic. We followed the attached
scheme for data selection:

Models
Unsupervised EM, Semi-Supervised EM

Weak Supervision

Algorithm
Feature Selection:
Due to limited compute on laptop, we used PCA of dimension 6 for feature
selection that accounts for 60% variability in the data.

Unsupervised EM: In order to run an unsupervised EM, we remove the
label column and keep that aside for ground truth comparison. Hence,
we have n training sets of network connection vectors {x(1), . . . , x(n)}
with 41 features without the label column and learn the model parameters
µ,Σ, φ through the iterative E and M step by maximizing a tractable lower
bound of p(x; θ).

`unsup(θ) =

n∑
i=1

log

k∑
z(i)=1

p(x(i)|z(i);µ,Σ)p(z(i);φ)

z(i) indicate which of the k Gaussians each x(i) had come from.
Few results for different hyperparameters
(K=no of components,no of iterations and eps)

Best hyperparameter for unsupervised

loglikelihood converged in 74 iterations for K=8,eps=1e-3

Semi-supervised EM
In order to run Semi-supervised EM, we take few training sets
as labeled examples(as per Data Selection Strategy table layout).

{(x̃(1), z̃(1)), . . . , (x̃(n2), z̃(n2))} where both x and z are observed, and
remaining training sets as unlabeled. We simultaneously maximize the
marginal likelihood of the parameters using the unlabeled examples, and
the full likelihood of the parameters using the labeled examples. The
objective function to maximize is:

`semi-sup(θ) = `unsup(θ) + α`sup(θ)

µ(t+1),Σ(t+1), φ(t+1) := arg max
θ

 n1∑
i=1

 k∑
z(i)=1

Q
(t)
i (z(i) log

p(x(i), z(i); θ)

Q
(t)
i (z(i))

 + α

 n2∑
i=1

log p(x̃(i), z̃(i); θ)



Results for Semi-Supervised EM
Few results for different hyperparameters
(K=no of components,no of iterations,eps and alpha)

Best hyperparameter for semi-supervised

loglikelihood converged in 30 iterations for K=8,eps=1e-3

Weak Supervision: Label training data
using labeling api from snorkel
In order to test weak-supervision, we took complete training data of 25,177
records and removed the y columns. We used Labeling functions (LFs) to
encode domain knowledge and other supervision sources programmatically
–few Heuristic LFs created by us:

There are 24 different attack types in the data and we handled only one
Rule category and applied it on training data, by comparing the accuracy
with the ground truth on training data, naturally the accuracy is much
much lower as found below.

Accuracy: 21.8%

Model Accuracy and Discussion
Questions to answer: Did this GMM algorithms discover the known
structure of the data? For a real-world unsupervised learning problem,
this question is hard to answer, but here we compared our results against
the ground truth labels.
We calculated the Detection rate and the False positive rate on all
iterations and here is a summary:

We proved the following facts for unsupervised EM and semi-supervised
EM in all iterations:

Semi-supervised EM(SSEM) converges much faster

SSEM provides stable data assignments within the mixture

Additional labels helps SSEM to uncover distribution correctly


