Recognizing web traces of various web services

Phase 1 Phase 2
Identifying loaded website Locating the user action
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Conclusion : low precision rate, especially for Bing. Could be improved by further filtering

Conclusion:  Excellent performance on differentiating between 7 of the most popular websites _ _ _ _
the result using the classifier derived in step 1.

Together, these two phases would allow us to scan through large webtraces and locate the data containing information about the usage of auto-completion features.

Applying previous work involving side-channel attacks, we would then be able to retrieve the words searched for, using only the captured packet sizes.




